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Data Breaches by the Numbers

* Average number of records involved— 29,087

* Average organizational cost - $5.85 Million

e detection and escalation cost
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Data Breach Causes

Root Causes

Cyber Insurance by the Numbers

* Total Cyberinsurance premiums paid in 2013 -
$1.3 Billion

: Nicole Perlroth and Elizabeth A. Harris, “Cyberattack Insur.
) York Times (June 8, 2
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Data Security Breach Class Action
Litigation and the Standing Defense

Standing

* Article lll — “case” or “controversy”
* Actual identity theft, fraudulent charges (AvMed)

* Vast majority of potential plaintiffs will not have this
create standing through other alleged injuri
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Clapper v. Amnesty Int’l USA,
133 S. Ct. 1138 (Feb. 26, 2013)

* Amendments to FISA; Plaintiffs alleged
communications being chilled, increased travel
expenses

* Supreme Court: No standing, injury not “certainly
impending”

* “[W]e have repeatedly reiterated that threatened
injury must be certainly impending to constitute injury
in fact, and that allegations of possible future injury are
not sufficient.” The Court held plaintiffs also cannot
“manufacture standing” by incurring expenses to

mitigate against non-imminent harm. (/P-L/\\N

PROFESSIONAL LIABILITY
ATTORNEY NETWORK.

The issue now: Did Clapper
change the analysis?

Maybe: In re Barnes & Noble Pin Pad Litig., 2013 WL 4759588, at *3-6 (N.D. Ill.
Sept. 3, 2013)

— Facts: Skimmers potentially stole customer credit and debit information
by tampering with PIN pad devices

— Posture: Motion to dismiss for lack of standing

— Standard: Plaintiff must have injury in fact that is fairly traceable to the
action of the defendant that will likely be redressed with a favorable
decision — injury that is certainly impending may satisfy this standard, but
possible future injury will not.

— Result: Dismissed - Allegations of untimely notification, breach of statute,
improper disclosure of Pll, and loss of privacy did not satisfy standing
because these harms do not equate to disclosure; allegations of expenses
incurred to mitigate risk of identity theft did not satisfy standing because
those expenses were not alleged with specificity and because those
expenses could merely be manufactured injury; allegations of emotional

distress and diminished value of products and services could not("“i\
be proven. PLAN

PROFESSIONAL LIABILITY
ATTORNEY NETWORK
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The issue now: Did Clapper
change the analysis?

Tabata v. Charleston Area Med. Center, 2014 WL 2439961 (W. Va. App., May 28,
2014)
— Facts: Plaintiff alleged Defendant was responsible for placing personal
medical information on a database accessible to the public

— Posture: Appeal from order denying class certification and finding no
tanding because named Plaintiff sustained no actual injury or eco

The issue now: Did Clapper

change the analysis?

Regents of the Univ. of California v. Superior Court (Platter)
(2013) 220 Cal.App.4th 549, as modified on denial of reh’g (Nov.
13, 2013)

— Facts: Plaintiff alleged theft of a computer hard drive from
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The issue now: Did Clapper

change the analysis?

Eisenhower Med. Center v. Superior Court, 2014 WL
115216 (Cal. App. 4 Dist., May 21, 2014)

s: Plaintiff alleged computer stolen from
medical re

Policies and Coverage




Technology
= Viruses, SQL Injections,
DDoS attacks, etc.
= Structural vulnerability
= Social Media/Networking
= Phishing

Internal
=Rogue employees
=Careless staff
=BYOD

Data Privacy and Network Security:
A Multi-Threat Environment

Regulatory
sHHS, HIPAA & HIPAA
HITECH
=|dentify Red Flags
=sSEC, FTC, state
attorney generals
=48 State breach
notification la

v' Unintended disclosure
was responsible for
29% of incidents
reported by agencies
over the last three
years (Most common

e of breach)

The Weakest Link

% AD N THS CORNER,
\ W HavE DAVE/

INTHIS CORNER Wt HAVE
FIREWALLS, ENCRTPTION,
ANTIVIRUS SOFTWARE ,ETC.

copyright 2006 John Klossner,



You can name her whatever you
like but be gure it’¢ comething
you can remember. You'll be uging
1t a¢ a gecurity quedtion andwer
for the rect of your life.

Sample Insurance Gap Analysis
. Not Covered . Covered E‘Z;;e:;eg; B paccs of i,

General Traditional Computer
Privacy & Cyber Perils Property Liability Fidelity Bond Crime

Special Risk |  Broad Privacy & Cyber Policy

Destruction, corruption or theft of your electronic information assets/data due Information asset protection
to failure of computer or network

Theft of your computer systems resources Information asset protection
Business Interruption due to a material interruption in an element of your Network Business Interruption
computer system due to failure of computer or network security (including

extra expense and forensic expenses)

Business interruption due to your service provider suffering an outage as a Network Business Interruption
resultof a failure of its computer or network security (sublimitted or expanded based upon

risk profile)

your , including credit monitoring servi Privacy Liabilty (sub-limited)

regulatory action due to a breach of privacy regulation Privacy Liabilty (sub-limited)

naltes due to a breach of pivacy regulation Privacy Liabilty

Cyber Extortion

Network Operations Security

Privacy Liabilty

Network Operations Security
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Available Cyber Coverage

Network Security Liability: 3™ party liability resulting from a failure of your network security to protect against
destruction, deletion or corruption of a 3 party’s electronic data, denial of service attacks against Internet sites or
computers; or transmission of viruses to third party computers and systems.

Privacy Liability: Liability to a 3/ party as a result of your failure to properly handle, manage, store or otherwise control
personally identifiable information, corporate information identified as confidential and protected under a
nondisclosure agreement and unintentional violation of privacy regulations.

Crisis Management & Identity Theft Response Fund: Expenses to comply with privacy regulations, such as
mmunication to and credit monitoring services for affected customers. This also includes expenses incurred in
ing a crisis management firm for the purpose of protecting/restoring your reputation as a result of the acti
ion of privacy regulations.

ive expenses associated a threat directed a

What Are the Gaps in Traditional
Policies?

Traditional insurance does not respond to all cyber liability.

— Errors and Omissions (E&O): Even broadly worded E&O
policies remain tied to “professional services” and often further
tied to a requirement that there be an act of negligence

— Commercial General Liability (CGL): CGL covers only bodily
d tangible property—Advertising Injury / Personal Inju
otential exclusions/limitations in |
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Information Risk Insurance

Marketplace

* Robust market with $350MM of market
city for liability (third party)

Data Breach Response

10
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Agenda
2013 & 2014 Attacks Disrupt Breach Response Plans

d a good breach response plan i

2013 & 2014 Attacks Disrupt
Breach Response Plans

Breach response planning should no longer assume that:
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What should a good breach
response plan include?

Breach response plans must adapt to the last 2 years of successful and highly
publicized attacks:

ume that virtually any client you underwrite or represent can and will

Questions to Ask Your Clients

When was your breach response plan last updated?

Does the plan address working with critical vendors who play a role in
iding critical services?
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Summary

Successful intrusions and attacks over the past 2 years have changed
e information security landscape.

ions about antivirus software can no lo

New York and New Jersey
Notification and Disposal Statutes

6/25/14
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NEW YORK

@ THE EMPIRE STATE ==

* General Business Law: Ch 20, Art. 39-F §899-aa

* Applies to a very narrow set of computerized data

— Unauthorized person acquired “personal information”
formation that can identify a person like:

NEW YORK | Notification

@ THE EMPIRE STATE ==

* Once unauthorized person gets the information:

— First contact the State Police
¢ They will tell you to notify the victims or to wait

xt contact Attorney General and Department of

7

lice say it’s oka
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NEW YORK

@ THE EMPIRE STATE ==

* |f you've lost more than 5,000 records

— Notify the consumer reporting agencies
¢ Attorney General will have a list

NEW YORK Disposal & Trends

@ THE EMPIRE STATE ==

* General Business Law: Ch 20, Art. 39-F §399-h
Disposal of Records

— Physical records or backup tapes/disks with PII
* Shredded before disposal; or
i in record destroyed; or

15
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NEW YORK

@ THE EMPIRE STATE ==

* Business that acquires “highly sensitive information”

undertakes a covenant to safeguard it. Business

breaches a fiduciary duty if it fails.
Metropolitan Life Ins. Co., 782 N.Y.S.2d

[IEVI’IEIS“] Notification

__ Garden State

* N.J.S.A. 56:8-163 Disclosure of Security Breach

* Applies to even narrower set of computerized data

— Unauthorized access to “personal information”
irst Name or Initial and Last Name

16
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NEWSIERSEY Notification

_ GardenState

* After discovery or notification of unauthorized
access:

— First determine if disclosure is necessary
isuse of the information is not reasonably possibl

NEWSJERSEY Notification

__ Garden State

* |f you've lost more than 500,000 records, or
— It will cost more than $250,000 to notify victims, or

— You don’t have sufficient contact information then
an use substituted notice.

17
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[ltw:msn] Notification

_ GardenState

¢ Limited Protection

— No regulatory guidance — defeated in 2009
entification numbers not covered.

[ltw:msn] Disposal

__ Garden State

* N.J.S.A. 56:8-162 Disposal of Records

— Any material, regardless of physical form, that has
ersonal information recorded or preserved shall be

18
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llEW’lEIS[Y\ Trends

cases interpreting this statute

Questions and Answers
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